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Upon successful completion of this course, students will be able to:

e Rememberand Understand the fundamental concepts of data communication,

computer networks, Internet technologies, network topologies, transmission
media, and networking devices.

e Explain the architecture and operation of networking models, including the OSI
and TCP/IP reference models, and describe the functions of various networking
protocols used in Internet communication.
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e Apply IP addressing schemes, subnetting techniques, routing concepts, and
networking principles to solve basic communication and connectivity
problems.

e Analyse network communication processes, security threats, wireless
networking technologies, and the role of network security mechanisms in
protecting digital infrastructure.

e FEvaluate Internet services, cloud computing models, emerging networking
technologies, and their impact on modern computing environments and
organizational operations.

e Develop the ability to identify, select, and utilize appropriate networking

solutions, Internet ‘ser«vfces,?:and ctoud-based technologies for real-world

applications. i

After successful completion of the course, students will be able to:

Desonbe the concepfs of data ; umcatlon, computer networks Internet
archntecmre; net\zvorklng ter gy, transmns&gon medm and network
dewces ' ; i

. Bszerentlate vanous ork ivp;’s “topolog{es, comrfgumcattoh ‘modes, and
compare the OSI “TCP/IP netwprkmg mo&ets along with their functional
layers. ¥ ~

tlng techniques, routing

Analyse né
attacks, and
firewalls, IDS

in modern digital environment: s
e Assess emerging technologies such as IoT SDN, Network Virtualization, Edge
Computing, and Smart City infrastructures, and propose suitable networking
solutions for contemporary applications.
CLO-PLO Mapping Matrix:

CLOs/
PLOs
CLO1
CLO2
CLO3
CLO4
CLO5
CLO6

PLO1 PLO2 PLO3 PLO4 PLO5 PLO6

WD W W W ww
WININ WIN| =
W W WWNN
WD W W W ww
(»)' WIWININIDN
W WWININIDN

Page 25 of 87
25




Unit

Topic/Sub Topic

g Hours

i

Data Communication:
e Introduction to Data Communication
e Components of Data Communication System
e Communication Modes: Simplex, Half-Duplex,
Full-Duplex
Computer Netwgr!(s

g

and Protocols

e TCP/IP Reference Model
e Comparison of OSl and TCP/IP Models

Basics of Data :
Communicatio o 15
n, Internet and
Networking
ite;¢WBb
search engine, ISP,
Bl |
i ® Esﬁ)vvyhy ‘and Gr W
.. Internet Architecture e
¢ Internet Service Providers. «
e IPAddressing: = -

o |Pv4 Address Structure

o |IPv6 Fundamentals

o Public and Private IP Addresses

o Subnetting Basics

Routing Concepts and Routing Tables
Network Architecture
" e Definition and concept
P o OS| Reference Model 15
Architecture
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e Functions of Layers in OS| Model
Network Protocols

o HTTP/HTTPS
e FTP

e SMTP

e Telnet

e DNS

Network Security Fundamentals
e Introduction to Network Security
e Need and Importance of Network Security
« Security Goals: Confidentiality, Integrity,

Availability (CIA Triad)
s _Common Security Threats and Attacks
; o Malware g,
O Viruses w\d Worms.
o Troja anersgs
i a Phlshi’ng»
Network .
Security and 15
Wireless . ?u%wall& . .
Networkings® | & *_ & ntivirus Sad Ant‘i mafware SoftWare
| e Intrusion Defécg’é“h Syst@ﬁﬁsﬁDS)
e %tuéaoﬁPreve@tmn Svstems (IPS)
,,,,, VmuaLPrwa’te Netwoxsks (VPN)
Introﬂuctlon to Wiréless Ne‘iworks
_ Wi-Fi Téchnetogyams‘tandards
*Bum;ooth Technology #
. Mobfle N@M&cmm@w ﬂ‘G 56}
o Wiretess SecwMOncepf(s
o Wireless AccesﬁPo?nts and Hotspots
Internet Services
e Electronic Mail (E-mail)
v ¢ Web Hosting Concepts
e Search Engines and Search Techniques
Internet .
. e Cloud-Based Internet Services
b Video Conferencing Technologi
Cloud . i ejo on eren.cmg echnologies
i e Social Networking Platforms 15
Computing and .
i Cloud Computing Fundamentals
Emerging

Technologies

e Introduction to Cloud Computing
e Characteristics of Cloud Computing
e Service Models:

o laaS
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o PaaS

o SaaS
¢ Deployment Models:

o Public Cloud

o Private Cloud

o Hybrid Cloud

Emerging Networking Technologies

e Internet of Things (loT)
» Software Defined Networking (SDN)

approach

puter. networki

L:: Lecture, T:: Tutm‘i :
CCE:: Continuous & Co }
(CCE theory mclﬁm Mld sa«mm

Reflective Notes, Ciafgg P
(Announced/ Surpirsed), Atténdaﬁce été %Qf any. &on‘fﬁ?a

Asatgﬁmen MC’Q Quizzes, Seminar,
,,ICIpatlon Case Analysis. anql resentatlon Slip Tests
\ of these)

PWE: Practical Work Examination

(PWE includes Laboratory Practical Work, Project Work, Viva simulation exercise work
etc.)

SEE:: Semester End Evaluation

\:’/.r‘;."’ r
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